INFORMATION SYSTEMS SECURITY
OFFICER

DirectViz Solutions, LLC, a high-level strategic consulting services firm that
meets mission needs for commercial and government clients, is seeking
an Information Systems Security Officer. This position will be located at
Scott AFB in O’Fallon Illinois and requires and active Secret or Top Secret
clearance.
Responsibilities:
Write customer facing Designated Authorizing Official (AO) Risk
Acceptances (ARA) documents and Directorate level Plan of Actions and
Milestones (POA&M) documents to be accepted by the respective ID4
Branch Chief, Vice Director and AO. A high level of attention to detail is
required when writing these documents and our customers are very
critical when it comes to all aspects of ARA and POA&M development.
Complying with the Information Assurance Vulnerability Management
(IAVM) process, but is not limited to: Performing Information Assurance
Vulnerability Alert (IAVA) and Bulletin (IAVB) applicability analysis,
compiling and reporting IAVA and IAVB testing, implementation, and
compliance reporting.
Ability to properly manage multiple customers’ (GS-13 to SES)
expectations through daily meetings with Government Program
Managers in terms of product deliverables, scope of IA testing, and
schedule milestones. Primary candidates should exhibit a confidence in
IA that is unmatched and that our customers will not only respect, but
will trust.
Ability to manage multiple (10+) systems at various stages of the
DIACAP/RMF process while maintaining a pristine security postures
within Continuous Monitoring and Risk Scoring (CMRS) and eMASS.
Develop customized IA processes and SOPs for capturing and managing
the evaluation and IA assessment of products supported by DISA
programs and ID4.
Deliver rapid turn-around for product IA validation through coordinated
efforts with Government Project leads and Vendors.
Mentor junior, intermediate and senior members of the IA staff in the
evaluation, assessment, and understanding the security requirements of
all associated DISA IA supported programs (i.e., POA&Ms, STIGs, C&A
processes, etc).
Execute Security Test and Evaluations (ST&E) on Windows, Linux and
Solaris operating systems hosting stand-alone and web applications, as
well as various databases (i.e. MS SQL).
Analyze the results from DISA-approved security tools and provide
recommendations based on vulnerability scan results. This is performed

Qualifications:
Secret or Top Secret Clearance


Bachelor’s Degree in IT related field or
equivalent experience
 DOD 8570 Information Assurance
Technical (IAT) Level II compliant
 7+ years of direct experience in IA
Compliance






Desired Skills/Certifications:
CISSP or related IA certification
Network+ certification
CompTia Security + CE

