
 

INFORMATION ASSURANCE OFFICER 
DirectViz Solutions, LLC, a high-level strategic consulting services firm that 

meets mission needs for commercial and government clients, is seeking a 

full-time Information Assurance Officer supporting the Defense Information 

Systems Network (DISN) Operational Support Systems (OSS) Division at 

Defense Information Systems Agency (DISA) Headquarter in Fort Meade, 

MD.  DISN capabilities are functionally a system-of-systems entity that is in a 

continuing sustainment phase of its life cycle.  This effort will provide 

perform Information Assurance task for the Government Off-the-Shelf 

(GOTS) and Commercial Off-the-Shelf (COTS) products for the Department 

of Defense and Mission Partner’s Telecommunication and Infrastructure 

Network.  

 

Responsibilities: 
 Perform Information Assurance Vulnerability Alert (IAVA)applicability analysis; 

 Perform security administration including periodic Security Readiness Review (SRR); 

 Compile and report on Information Assurance Vulnerability Alert (IAVA) testing, implementation, and compliance reporting; 

 Provide assistance to the DISN OSS Certification and Accreditation Team in obtaining; 

 Information Assurance approvals and Authority to Operate from the Designated Accrediting Authority (DAA); 

 Register in the Vulnerability Compliance Tracking System (VCTS); 

 Respond to and comply with IA Vulnerability Alerts (IAVAs); 

 Assist in the successful completion of Security Readiness Reviews (SRRs); 

 Ensure networks and systems being developed implement DoD baseline IA Controls; 

 Ensure networks and systems being developed are based on evaluated COTS and GOTS products per policy; 

 Enforce agreed-upon controls and mitigation strategies and provide security awareness training; 

 Select, implement, and maintain access control software and Maintain existing security related documentation; 

 Establish and protect storage and retrieval systems for classified and sensitive data; 

 Comply with and Enforce Technical Implementation Guides (STIGS), DoD policies and procedures and Federal IA Guidance; 

 Manage system security services (authentication, access control, encryption, audit trails); 

 Assist in enforcing physical access restrictions to facilities housing system management resources and ongoing operations; 

 Control and monitor mechanisms that exist to protect selected resources, user information and security objects; 

 Control access to encryption processes and to databases that are used for archiving and retrieving network and system 

management information; 

 Protect the confidentiality, authenticity and integrity of network management data (access lists, routing tables, performance 

data, traffic flow analyses, audit data, accounting and billing data); 

 Generate reports of recorded security violations as they occur; 

 Provide information assurance training, certification, and workforce management in accordance with DoD Directive 8570; 

and 

 Document and maintain system component IA baselines to support Change Management, Configuration Control, and 

Certification & Accreditation processes. 

Requirements: 

Secret Clearance (Active) 

US citizen 

 Bachelor's Degree in Computer Science or 

equivalent experience 

 DoD Directive 8570 Information Assurance 

Technical (IAT) Level II compliant 

Desired Skills/Certifications: 

 CISSP or related IA certification 

 Network + Certification 

 

 

 

To apply to this position, please email jobs@directviz.com. 


